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Microbusiness "Coming Back Online" Checklist 
Phase 1: Verification & Communications  

[ ] Before You Log-in Verify Official Status: Confirm that Hilltop Bank has officially declared online banking restored 
through verified channels, such as their official Facebook page or direct branch announcements. Do not rely on 
third-party rumors or unverified posts. 
[ ] Watch Out for Phishing & Impersonation Scams: Cybercriminals frequently exploit banking outages by sending 
fake emails, SMS messages, or phone calls claiming to be bank support asking you to "reactivate your account," 
"verify credentials," or "unlock funds." Hilltop Bank will never ask for your full password or PIN over the phone or via 
link. Always access online banking by typing the bank's official address directly into your browser or using your 
established mobile app. 
[ ] Consider Your Stakeholder Notifications: Consider placing a website banner on your website, adding a notice to 
your signature line, and pinning an alert to your social media feeds.   
Examples:  
1. Due to the ongoing Hilltop Bank statewide outage, our electronic payment and invoicing processing are 
temporarily delayed. Our business remains open! If you have urgent billing questions, please call us at [Phone 
Number]. 
 
2. Please Note: Our primary banking partner, Hilltop Bank, is currently experiencing a system-wide outage. 
Incoming/outgoing electronic transactions may be delayed. We appreciate your patience during this period. 
 
3. To Our Valued Customers & Community Partners: 
As many in Wyoming know, Hilltop Bank is currently experiencing a major cybersecurity incident that has temporarily 
taken their systems offline. Because our business relies on Hilltop for financial operations, some of our electronic 
invoicing and payment processing are currently delayed. 
 
Please rest assured that our doors are open and our services are running normally! During this time, we are able to 
accept [cash / physical checks / alternative payment options]. 
If you have questions about a pending invoice or scheduled payment, please contact us directly at [Email/Phone]. We 
deeply appreciate your patience and support as our banking partner works around the clock to restore services. 
 
[ ] Employee Communication Guidance: Communicate with radical transparency and empathy.   
Key Action Steps & Communication Advice: 
1. Communicate Early — Don't Wait Until Payday: 

o As soon as you realize direct deposits will be delayed, notify staff immediately. Waiting until the 
morning money is supposed to hit their accounts creates intense anxiety and breaks trust. 

2. Explain the Root Cause Clearly: 
o Clarify that this is a bank-wide cybersecurity incident affecting businesses across Wyoming, not a 

financial shortfall or administrative mistake within your company. 
3. Address Personal Late Fees & Financial Impact: 

o Inform employees that Hilltop Bank has publicly stated they will reimburse late fees caused by the 
outage. Advise staff to keep receipts or statements for any personal late fees (e.g., mortgage, rent, 
credit card, or utility penalties) incurred due to the delayed direct deposit so they can be submitted for 
reimbursement. 
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4. Offer Interim Emergency Workarounds (If Feasible): 
o If your business has liquid reserves in a separate account or cash on hand, offer small emergency cash 

advances or physical paper checks to employees who face immediate essential needs (like groceries or 
gas). 

5. Set a Daily Update Cadence: 
o Commit to providing a brief update every morning (e.g., by 9:00 AM), even if there is no new 

information from the bank. Knowing when they will hear from you next prevents constant guesswork. 
 
Sample Script / Email to Employees: 
Subject: Important Update Regarding Upcoming Payroll & Hilltop Bank Outage 
 
Dear Team, 
 
We want to share an important operational update regarding this week's payroll. As you may have seen in the news, 
our primary financial institution, Hilltop Bank, is currently experiencing a major statewide system outage due to a 
cybersecurity incident. 
 
Because the bank has taken its systems offline to resolve the issue, automated electronic payroll transfers and direct 
deposits across the state are currently paused. This means direct deposits scheduled for [Date] may be delayed until 
Hilltop brings its network back online. 
 

 
Phase 2: Financial Reconciliation (Catching Up on Cash Flow) 

[ ] Reconcile Automated Payments & Bills: Review all automatic vendor payments, recurring bill pay setups, and 
auto-debits that were scheduled during the offline period. Identify which payments failed or were delayed so you 
can notify vendor billing departments. 
[ ] Gather Late Fee Documentation: If any missed automatic transfers caused late fees from vendors, utility 
companies, or lenders, document the exact fee amounts and notices. Hilltop Bank spokesman Bill Salvin stated the 
bank will reimburse customers for late fees incurred due to this incident. 
[ ] Audit Payroll & Direct Deposits: Verify whether queued employee direct deposits have successfully posted or if 
manual physical checks issued during the outage need to be reconciled. Communicate clearly with your team about 
when their electronic funds will be available. 
[ ] Cross-Check Account Activity: Once online access is restored, carefully review every transaction logged right 
before and during the outage to confirm all posted debits, ATM withdrawals, and deposits match your internal sales 
records. 

 
 
Phase 3: Basic Digital Hygiene (Computer & Account Checks) 

[ ] Update Passwords & Authentication: If recommended by the bank, update your online banking password. Ensure 
your password is unique (not reused on other websites) and that multi-factor authentication (MFA/2FA) is turned on 
for all user logins. 
[ ] Run Standard System Updates: On your business computers, ensure your operating systems (Windows/Mac) and 
web browsers are fully updated with the latest security patches before conducting online banking tasks. 

 
 
Phase 4: Future Redundancy (Preventing the Next Disruption) 

[ ] Establish a Secondary Banking Redundancy: As soon as business operations stabilize, open a savings account at a 
secondary, separate financial institution and set aside a liquid cash reserve (such as 1 month of payroll or critical 
operational costs) so your business can continue paying bills during future system outages. 
[ ] Log Lessons Learned: Take 10 minutes to write down what broke during this outage—whether it was point-of-
sale processing, bill pay, or payroll—so you can add simple backup workarounds to your business's Incident 
Response playbook.      


