INCIDENT RESPONSE PLAYBOOK: BANKING OUTAGE
CONTINGENCY

A 1-Page Emergency Action & Financial Redundancy Template for Small Businesses

1. CRITICAL RULES FOR SELECTING A SECONDARY BACKUP BANK

Rule A: Geographic Diversity: Select a secondary bank located in a different region or corner of the state to protect operations against
regional power grid failures or localized infrastructure outages.

Rule B: Core Software Diversity: Ensure your secondary bank runs on a different core banking software platform (e.g., Jack Henry,
Fiserv, Alkami) than your primary bank so a single vendor breach does not take down both institutions.

2. BANKING REDUNDANCY PROFILE (FILLABLE TEMPLATE)

Category Primary Banking Institution Secondary (Backup) Institution

Institution Name

Location / Branch Region

(Geographically Diverse)

Core Software System Diverse) (Software
Account Type & Number Operating Checking: Reserve Savings:

Emergency Liquid Reserve Primary Operating Balance 1 Month Payroll/Expenses: $

Branch / Rep Contact Phone: Phone:

3. EMERGENCY RECOVERY ACTIVATION WORKFLOW

OPTION 1: Secondary Savings Reserve (Recommended)

1. Initiate Transfer: Call secondary bank to transfer 1-month reserve from savings to active checking.

2. Obtain Check Stock: Request temporary blank paper counter checks printed on the spot if regular checks are absent.

3. Execute Payroll: Run payroll via physical paper checks, OR connect payroll/GL software directly to secondary bank routing to continue
automated ACH direct deposits.

OPTION 2: Short-Term Payroll Bridge Loan
1. Contact pre-arranged secondary institution to activate short-term payroll credit line or zero-interest bridge loan.
2. Disburse funds directly via counter checks or secondary ACH system.

OPTION 3: Personal Funds Transfer Protocol

1. Open a business account at a non-affected bank and transfer personal funds into that business account.

2. CRITICAL LEGAL RULE: Never pay business expenses directly out of personal accounts. Execute all disbursements strictly from
the business entity level.

4. READINESS VERIFICATION CHECKLIST

[ ] Geographic & Software Audit: Verified backup bank is geographically separated and uses different core software.

[T 1-Month Liquid Reserve: Set aside 1 month of payroll/operating expenses in secondary interest-bearing account.
[ 1 Payroll Provider Capability: Confirmed payroll software allows rapid routing/account number updates for ACH.

[ 1 Check Stock Verification: Stored emergency check stock OR verified backup bank prints counter checks on demand.
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